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Introduction and aim of the conference 
The conference “Trust in a Connected World: Challenges and Opportunities” brought together 
policymakers, regulators, industry leaders and experts to explore how trust is established, 
sustained and challenged across increasingly interconnected systems. 

Organised by the Malta Communications Authority (MCA) in collaboration with the European 
Regulators Group for Postal Services (ERGP), the conference provided a platform for diverse 
perspectives spanning communications, digital services, delivery networks and regulatory 
frameworks. The event also highlighted Malta’s contribution to European discussions on digital 
trust, connectivity and infrastructure resilience. 

Throughout the conference, speakers emphasised that trust is built on both the reliability of 
underlying infrastructures and the creation of transparent, fair and accountable digital 
environments. They also highlighted the importance of regulatory cooperation and cross-sector 
collaboration in addressing emerging technological, economic and geopolitical challenges. 

 

Conference structure 
The conference was structured around three core themes1: 

1. Connectivity and infrastructure – the networks and systems that enable digital services. 
2. Trust in digital interactions – the online space of platforms, marketplaces and identities. 
3. Fulfilment and delivery – postal and parcel services where digital promises are realised 

The conference opened with a scene-setting presentation, followed by thematic blocks combining 
moderated panel discussions2 with interactive audience polls designed to capture perceptions on 
trust, disruptions and expectations in a connected environment. This format balanced expert 
perspectives with audience engagement by providing insights into regulatory, industry and end-
users viewpoints. 

 

Opening of the Conference  
The conference commenced with an introductory address by the Malta Communications Authority 
(MCA) Chief Executive Officer, Mr Jesmond Bugeja, who identified trust as the central theme of 
the event. He noted that while trust can become almost invisible when connectivity and services 
operate seamlessly, it requires continuous effort to be earned, maintained and protected. 

Mr Bugeja highlighted the growing reliance of citizens and businesses on communications 
networks, digital platforms and delivery systems, stressing that technology must be underpinned 
by reliability and confidence. He also emphasised the importance of cooperation among regulators 
and stakeholders, noting that postal and delivery services are increasingly interconnected with the 
wider digital ecosystem. In this context, he referred to the role of the ERGP in fostering dialogue 

 
1 Please refer to Annex I for the full Conference Agenda 
2 Please refer to Annex II for the speakers’ biographies  
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and coordination across Europe and linked the discussion to Malta’s Vision 2050 and the EU Digital 
Decade, where resilience and trust are recognised as key pillars of future connectivity. 

Professor Sandra Maximiano, Chair of the ERGP and Head of the Portuguese communications 
regulator, highlighted trust as a critical economic asset, rather than solely a social value. Drawing 
on behavioural economics and trust-game experiments, she noted that trust enables cooperation 
and creates value but remains fragile and can be quickly undermined by a single breach. She 
stressed the importance of predictable rules, effective oversight and accountability in creating 
conditions where trust can be sustained. 

Linking these insights to the evolution of postal, parcel and fulfilment services, as well as broader 
initiatives such as the EU Digital Decade, Professor Maximiano emphasised that connectivity, 
digital platforms and postal services form part of a wider chain of trust. She noted that a failure in 
any part of this ecosystem can affect overall confidence, highlighting the need for coherent 
regulatory approaches that extend beyond traditional sectoral boundaries. 

 

Scene-Setting  
The opening presentation framed trust as a challenge affecting the entire digital service ecosystem. 
Trust was described as something built gradually, tested during disruptions and potentially 
damaged by a single significant failure. The speaker, Mr Robert Mifsud, Chief Officer, External 
Relations at the Malta Communications Authority emphasised that trust cannot be treated as an 
afterthought, but must be designed into systems that are secure, transparent, reliable and 
accountable. 

It was highlighted how connectivity provides the essential infrastructure for digital services; online 
environments must enable safe and trustworthy interactions; fulfilment is where digital promises 
become real-world outcomes; and redress mechanisms help restore confidence when problems 
occur. 

It was stressed that trust cannot be measured through one single indicator. Instead, different 
pressures appear across the ecosystem, including increasing digital security incidents, concerns 
about online information reliability, delivery problems reported by consumers and the growing 
scale of e-commerce flows. These examples demonstrate that trust depends on the resilience of 
the entire chain rather than on the performance of one individual service. 

Examples discussed included the 2024 global IT outage, which showed the importance of software 
resilience and incident response, and regulatory action under the Digital Services Act (DSA)3, 
highlighting that online trust depends on issues such as trader traceability, product safety and 
transparent platform practices. The presentation also underlined that fulfilment trust goes beyond 
the last mile, as disruptions in digital systems, customs processes, logistics networks or tracking 
services can ultimately affect the user experience. 

At EU level, trust is being addressed through a wider regulatory architecture covering resilience, 
platform responsibility, digital security, identity and delivery services. The main message was that 

 
3 Digital Services Act regulates online services and platforms to create a safer digital space 
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growing digital dependence requires moving beyond sector-specific approaches towards greater 
cooperation between regulators, service providers and other actors across the ecosystem. 

 

Session 1 – Connectivity: Foundations of Trust 
Moderator: 

Ing David Scerri, Chief Officer, Cybersecurity, Malta Communications Authority 

Panellists: 

Mr Roderick Farrugia, Chief Information Officer, Melita Ltd 

Ing. Brian Zarb Adami, Chief Executive Officer, CyberSift  

Ing. Christian Sammut, Chief Executive Officer, BMIT 

 

The first panel examined how connectivity has evolved from a standalone telecommunications 
service into an invisible layer supporting almost every aspect of modern society, including banking, 
healthcare, transport, entertainment and public services. Using the evolution from early mobile 
phones, primarily used for calls and messaging, to today’s connected devices and digital platforms 
as a reference point, panellists highlighted that connectivity is no longer perceived as a service in 
isolation, but as an underlying enabler of a much wider digital ecosystem. 

The discussion highlighted that increased reliance on interconnected networks, cloud services and 
third-party platforms has introduced greater complexity and new sources of vulnerability. As digital 
services have become increasingly dependent on multiple layers of infrastructure and suppliers, 
disruptions originating from software updates, cloud platforms or configuration errors can quickly 
propagate across sectors and affect critical services. Discussion highlighted that resilience across 
a broader ecosystem of services may influence how users experience trust in connectivity. 

Panellists discussed how organisations are adapting to these challenges through stronger 
resilience strategies, including multi-vendor approaches, greater scrutiny of suppliers and their 
upstream dependencies, and more diversified connectivity arrangements. The importance of 
understanding the full-service chain was emphasised, as organisations increasingly rely on 
technologies and providers that may sit beyond their direct control. 

The panel also explored the user perspective during service disruptions. Panellists noted that end-
users rarely distinguish between a network failure, cloud outage or platform issue; they simply 
experience a service that is unavailable. From this perspective, maintaining trust depends not only 
on restoring services but also on how organisations communicate during incidents. Transparency, 
accountability and timely communication were identified as critical factors in preserving 
confidence when disruptions occur. 

Resilience was further discussed as an ongoing process requiring organisations to anticipate, 
withstand, recover from and implement the lessons learned. While investments in monitoring, 
testing and recovery capabilities are essential, panellists recognised that these measures can 
present challenges, particularly for smaller operators. Panellists referred to risk assessment and 
prioritisation of investments as practical approaches. 
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Session 2 – Trust in the Online Space: Platforms, Transparency & 
Identity 
Moderator: 

Mr Joseph Seychell, Chief Officer, ICT & Digital Services, Malta Communications Authority 

Panellists: 

Prof Mirielle Sant, Head of Department of Media, Communications & Technology Law, Faculty of 
Laws, University of Malta  

Dr Greta Agius, Digital Services Act Officer, DG Connect, European Commission  

Mr Robert Abela, Head, National European Digital Identity Wallet, Malta Digital Innovation 
Authority 

 

The second panel focused on trust in digital environments, examining the platforms, marketplaces 
and online services that increasingly shape how citizens communicate, access information, shop 
and interact with businesses and public services. Panellists explored the growing dependence on 
digital platforms, the challenges affecting consumer confidence, and the regulatory and 
technological measures aimed at creating safer, more transparent and accountable online 
ecosystems. 

The discussion highlighted that while online platforms have delivered significant benefits by 
enabling connectivity, trade and access to information, consumer trust remains increasingly 
fragile and conditional. Panellists noted that platforms have extensive insight into users’ behaviour 
and significant influence over the content, products and information presented to them, while 
users often have limited visibility of how these decisions are made. This imbalance was identified 
as a key challenge, alongside issues such as scams, unsafe products, data misuse, harmful 
content and the artificial amplification of content through recommendation systems, bots and AI-
generated material. 

The discussion highlighted that transparency alone is not sufficient to rebuild trust. The discussion 
highlighted that relying solely on disclosure mechanisms risks placing too much responsibility on 
users, who may not always have the time or ability to interpret complex information. 

The role of regulation was examined as one of several factors shaping behaviour in digital 
environments, alongside technology, market structures and social norms. While technological 
design can contribute to problematic practices, it can also support enforcement by identifying 
illegal content, unsafe products and coordinated manipulation. In this context, co-regulation was 
presented as one potential approach for combining industry expertise with regulatory oversight. 

The discussion also examined the role of the Digital Services Act (DSA) in strengthening 
accountability among online platforms. The regulation introduces obligations relating to 
transparency, user reporting mechanisms, content moderation decisions, complaints and appeal 
processes, as well as measures to address systemic risks. Particular attention was given to issues 
such as online scams, protection of minors, advertising transparency and ensuring that users have 
greater understanding of how platforms operate. 
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Early implementation of the DSA was presented as showing changes in platform practices, 
including improvements in transparency, moderation information and user appeal mechanisms. 
At the same time, enforcement experience has highlighted areas where further progress is 
required, including user-friendly reporting processes, stronger safeguards against scams, clearer 
advertising practices and greater protection against harmful design features. Speakers noted the 
ongoing role of cooperation between regulators, platforms and stakeholders. 

The panel further explored emerging tools that could strengthen trust in digital interactions, 
including the European Digital Identity Wallet under the revised eIDAS framework. The wallet was 
presented as a user-controlled tool enabling individuals to store and share verified digital 
credentials. Through selective disclosure, users could prove specific attributes, without sharing 
unnecessary personal data. 

Other relevant matters discussed included age verification, stronger authentication for online 
services, trusted seller verification, improved reliability of online reviews and pseudonymous 
participation where users can demonstrate that they are real individuals without publicly revealing 
their identity. However, speakers also highlighted challenges related to implementation timelines, 
technical standards, user onboarding, platform adoption and addressing concerns around privacy 
and trust in digital identity systems. 

Looking ahead, panellists recognised that emerging technologies such as generative artificial 
intelligence, deepfakes and AI-enabled manipulation will continue to test existing approaches to 
digital trust. While regulatory frameworks such as the DSA and the AI Act provide important 
foundations, maintaining trust will require continuous adaptation, combining regulation, 
responsible technology design, industry cooperation and digital literacy. 

 

Session 3 – Trust at the Point of Fulfilment: Reliability and User 
Confidence in the Postal sector 
Moderator 

Mr Damian Gatt, Chief Officer, Policy and Planning, Malta Communications Authority 

Panellists:  

Dr David Attard, Executive Director, MaltaPost Plc 

Mr Özhan Zurel, Head of the Postal Market Department, Belgian Institute for Postal Services & 
Telecommunications 

Mr Robert Pochmarsky, Principal Administrator, European Commission  

 

The final panel examined trust at the point of fulfilment, where digital expectations are converted 
into physical delivery outcomes. Speakers stressed that trust in e-commerce logistics is no longer 
defined only by whether a parcel reaches its destination, but by the quality of the entire fulfilment 
experience. Consumers increasingly evaluate reliability through predictability, transparency, real-
time visibility, resilience and accountability throughout the delivery journey. 
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During the discussion, it was noted that trust in fulfilment is built around three main pillars: 
predictability, visibility and accountability. Predictability refers to accurate delivery expectations 
and services that adapt to consumers’ lifestyles, including reliable delivery windows and flexible 
options. Visibility concerns access to information throughout the journey, from purchase and 
dispatch to transit and final delivery. Accountability relates to having clear contact points, effective 
complaint handling and appropriate responses when problems occur. 

Panellists noted the shift towards parcels. Users expect delivery services to integrate smoothly into 
their daily routines and place particular importance on tracking information and certainty about 
when an item will arrive.  

The discussion highlighted the complexity of modern fulfilment chains, which involve multiple 
actors including marketplaces, sellers, transport providers, customs authorities, logistics 
companies and digital platforms. Although consumers experience the process as a single 
transaction, responsibility is distributed across several stages. As a result, the last-mile delivery 
operator often becomes the visible point of accountability, even when the source of a problem may 
originate earlier in the chain. Thus, the discussion highlighted these potential challenges relating 
to coordination and information sharing. 

The panel also discussed the importance of resilience, particularly for geographically constrained 
markets, such as Malta, where delivery networks depend on external transport and other 
infrastructure. Speakers stressed that transparency and proactive communication are essential 
when disruptions occur, as trust is not built by eliminating every disruption but by managing 
challenges effectively and keeping users informed. 

Looking ahead, participants argued that the future of fulfilment should not focus only on faster 
delivery, but on optimisation through digitalisation, data exchange, sustainable logistics and 
stronger customer communication.  

 

Audience polls and perceptions 
Interactive polls throughout the conference provided insight into how participants perceive trust in 
the connected environment.  

The first audience engagement session used live polling to gather information about participants 
and their views on trust in a connected world. Most respondents represented regulatory 
authorities, followed by private sector operators, with smaller participation from 
ministries/government and academia/research 

When asked what trust means in a connected world, the most common responses were safety, 
peace of mind, reliability, confidence and security. Other concepts mentioned included 
transparency, resilience, protection and assurance. Regarding digital service failures, the 
responses showed that the factors most damaging to trust were lack of accountability, uncertainty 
about when the issue would be fixed, and not knowing what happened. 

When asked about connectivity, the most selected response was that people rely on it constantly 
but rarely think about it, reflecting the extent to which digital connectivity has become embedded 
in everyday life. When asked where trust is currently most fragile, the highest share of participants 
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selected payments and personal data. Digital identity and authentication, as well as online 
platforms and marketplaces, were also identified as important areas where trust concerns exist. 

Regarding parcel deliveries, accurate tracking was the most selected factor influencing trust while 
waiting for a delivery. Other factors presented included knowing who is responsible for delivery, 
having easy contact with the provider and obtaining a fast resolution when problems occur. When 
asked who they would instinctively hold responsible if a parcel delivery goes wrong, participants 
overwhelmingly selected the postal and delivery operator. 

The final audience engagement session focused on future challenges to trust in a connected world 
and what could strengthen trust. 

When asked which issues would most affect their trust in the future, participants identified misuse 
of personal data as the leading concern, with more than half of respondents selecting this option. 
AI scams and impersonation were the second most selected concern, followed by other issues 
such as service disruption, misleading design, fake reviews, unclear responsibility and reliable 
service delivery. 

In response to the open-ended question on what is needed to strengthen trust in a connected 
world, participants highlighted transparency as the most common answer. Other frequently 
mentioned themes included cooperation, visibility, reliability, responsibility, honesty, regulation, 
real-time data, education, awareness, knowledge, accountability, communication and simplicity. 

 

Concluding observations  
The conference highlighted the importance of trust across resilient connectivity, fair and 
transparent digital platforms, and reliable fulfilment services. Speakers noted that trust is not 
merely about recovering from incidents but also about building systems that are resilient, 
transparent and accountable, while supporting user understanding and providing appropriate 
remedies when problems occur. 

The interaction between frameworks such as the DSA, the AI Act, eIDAS and forthcoming postal 
initiatives illustrated the importance of coordination between different regulatory frameworks in 
addressing trust-related challenges across the digital ecosystem. 

In conclusion, the conference illustrated the importance of continued dialogue between 
regulators, industry, consumer organisations and technology experts in responding to evolving 
technological, market and policy developments. 

 

 

 

 

 

 

 



Summary Report | Conference: Trust in a Connected World: Challenges and Opportunities  
 
 

9 
 

Annex I – Conference Agenda 

 

 



Summary Report | Conference: Trust in a Connected World: Challenges and Opportunities  
 
 

10 
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Annex III – Scene-Setting Presentation 
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Content curated and refined with the support of AI tools.


