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Electronic 
communications: 
from competition 
to end-user 
empowerment



Horizontal vs sector-specific regulation

Regulatory 
framework for 

electronic 
communications

Horizontal rules

In case of conflict or overlap the sector-specific rules prevail



Horizontal rules on consumer protection

Promotion, 
marketing

Conclusion of the 
contract

Performance of 
the contract

2005 Unfair Commercial Practices Directive (UCPD)

prohibits misleading & aggressive commercial practices by traders 

2011 Consumer Rights Directive (CRD)
precontractual information, formal requirements for online 
contracts, right of withdrawal and post-contract relations

1993 Unfair Contract Terms Directive (UCTD)
unfair standard terms in contracts 

1998 Price Indication Directive (PID)
indication of the selling price, also in advertising

2020 Collective redress Directive
mechanism allowing certain organisations to bring representative actions

before national courts or administrative authorities on behalf of consumers
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End-user protection in electronic communications

Transparency: comparison & 
informed choices

Switching from one provider 
to another 

General interests: universal 
service, net neutrality, 

health, safety, emergency 
services, privacy…

Protecting legitimate 
consumer expectations & 

dispute resolution 

Internal market 
Digital Single Market



ONP Voice Telephony 
and Universal Service 
Directive 98/10/EC

Universal Service Directive 
2002/22/EC

Citizens’ Rights 
Directive 
2009/136/EC 

Telecoms Single 
Market Regulation 
(EU) 2015/2120 European Electronic 

Communications Code 
(EU) 2018/1972

Key milestones: competition

1998

2002

2009

2015

2018

• full liberalisation
• CS/CPS, fixed number portability, LLU
• Universal Service as a safety net
• QoS targets for USO & fixed SMP
• tariff transparency and cost orientation for 

fixed voice telephony 



ONP Voice Telephony 
and Universal Service 
Directive 98/10/EC

Universal Service Directive 
2002/22/EC

Citizens’ Rights 
Directive 
2009/136/EC 

Telecoms Single 
Market Regulation 
(EU) 2015/2120

European Electronic 
Communications Code 
(EU) 2018/1972

1998

2002

2009

2015

2018

• general authorisation regime 
• mobile number portability
• same rules for fixed and mobile networks
• SMP framework as basis for retail regulation
• Universal Service: fixed voice & functional 

Internet access

Key milestones: competition



ONP Voice Telephony 
and Universal Service 
Directive 98/10/EC

Universal Service Directive 
2002/22/EC

Citizens’ Rights 
Directive 
2009/136/EC 

Telecoms Single 
Market Regulation 
(EU) 2015/2120

European Electronic 
Communications Code 
(EU) 2018/1972

Key milestones: transparency & switching

1998

2002

2009

2015

2018

• contract and information 
requirements 

• transparency and comparability
• number portability
• maximum contract duration 
• minimum QoS level: for USO and to 

prevent degradation of service



ONP Voice Telephony 
and Universal Service 
Directive 98/10/EC

Universal Service Directive 
2002/22/EC

Citizens’ Rights 
Directive 
2009/136/EC 

Telecoms Single 
Market Regulation 
(EU) 2015/2120

European Electronic 
Communications Code 
(EU) 2018/1972

Key milestones: end-user empowerment

1998

2002

2009

2015

2018

• Roam Like at Home
• net neutrality
• QoS for IAS: transparency and 

minimum performance levels
• remedies for consumers 



ONP Voice Telephony 
and Universal Service 
Directive 98/10/EC

Universal Service Directive 
2002/22/EC

Citizens’ Rights 
Directive 
2009/136/EC 

Telecoms Single 
Market Regulation 
(EU) 2015/2120

European Electronic 
Communications Code 
(EU) 2018/1972

Key milestones: end-user empowerment  

1998

2002

2009

2015

2018

• maximum harmonisation
• focus on IAS and NB-ICS, 
• light touch regulation of OTTs
• binding contract template
• switching procedures and compensation
• rules for bundles
• Universal Service: affordable broadband 

Internet access & voice service



EECC provisions 
on end-user rights



EECC provisions on end-user rights at a glance

Maximum
harmonisation
(article 101)

Contract
information
(article 102)

• Member states may not apply more or less stringent 
provisions 

• More strict rules allowed until 21 December 2021

exemptions for pre-contract 
information, expenditure 

control and newly emerging 
issues

• A contract summary template from December 2019
• Specific QoS requirements for IAS (same as TSM)
• Usage monitoring facilities

Transparency & 
comparison of offers 
(article 103)

• Information to be published by service providers or 
responsible authorities

• Independent service comparison tool for tariffs and QoS –
certified by relevant authorities

QoS
(article 104)

• Information about QoS and relevant external factors
• BEREC guidelines on relevant QoS parameters



EECC provisions on end-user rights at a glance

Contract duration 
& termination
(article 105)

• Maximum 24 months commitment period
• Longer duration allowed for instalment contracts
• Termination: change of terms, poor performance, 

compensation for terminal equipment
• Best tariff advice

Member states may apply 
shorter maximum 

commitment periods

Provider switching
(article 106)

• Process led by receiving provider
• No direct charges to end-users
• Number activation within one working day
• Right to keep a number one month after termination
• No more than one working day service loss
• Refund for prepaid credit
• Compensation for delays, loss of service, abuse of 

switching process

Number portability and 
IAS



End-user rights apply to a whole bundle – article 107

+ +

Bundles comprising at least an IAS or NB-ICS
• Contract summary, contract information, contract duration and 

termination, switching 



Why sector-specific end-user protection in 
electronic communications?



Consumer market scoreboards 2018

Source: DG Justice and Consumers Hyperlink (see p. 17)

“…Out of all market clusters, ‘telecoms’ 
continues to have the highest proportion of 
consumers experiencing problems (16.9%). It 
also has the highest proportion of consumers 
complaining about these problems (85.3% of 
consumers complain when they experience 
problems). The four services markets that 
form this cluster are the four worst-
performing for the ‘problems’ sub-
component of the MPI.”

https://ec.europa.eu/info/sites/info/files/consumer-markets-scoreboard-2018_en_0.pdf


Are consumers able to make optimal decisions?

Source: EC Special Eurobarometer 510 – June 2021

Warning signs:
• complex products
• infrequent purchases
• high switching costs
• high level of complaints
• low or inappropriate 

switching



• Lack of information

• Misleading information

• Difficult to find

• Too much information

• Difficult to compare

Demand-side failure: information asymmetry

• Transparency: prices, QoS, coverage
• Standard contract templates, tariff 

presentation and structure 
• Comparison guides and tools 



• Choice or information overload 
(“analysis paralysis”)

• Endowment 

• Inertia and defaults 
(“standard” options)

• Hyperbolic discounting

• Framing biases

• Heuristics (“rules of thumb”)

• Procrastination…

“Bounded rationality” and behavioural biases 

• Provider rankings
• Best tariff advice
• Cooling-off periods, “try & buy”
• Minimum QoS levels 
• End-user compensation 



• Contract duration and early termination charges

• SIM locks

• NP charges 

• Switching procedures and/or loss of service

• Bundling 

Demand-side failure: lock-in and switching costs

• Rules on contract duration and termination
• Rules on switching fees and procedures 
• Compensation for delays and loss of service
• Refund of prepaid fees
• Right to retain a number and email forwarding



• End-user protection in electronic communications is defined by a set of overlapping 
horizontal and sector specific rules

• Sector specific rules evolved over the past 20 years from supply-side and competition 
policies towards more demand-side measures: transparency, switching and ultimately, 
quality of experience and end-user empowerment

• Demand-side measures aim to remedy market failures resulting from information 
asymmetry, behavioural biases and barriers to switching that prevent end-users from 
making optimal choices

• The scope of end-user protection rules has gradually expanded from voice telephony 
to internet access, and most recently to bundled service offers and light-touch 
regulation of comparable OTT services

Key messages



End-user empowerment 
in digital world



Growing impact of online platforms and…

Source: Flash Eurobarometer 469 – June 2018



…growing safety concerns

Source: Flash Eurobarometer 469 – June 2018



Towards EU regulation of online platforms

2000 E-Commerce Directive
internal market framework for online services: information requirements, online advertising rules, 
liability regime for intermediary services (‘mere conduits’, ‘caching services’, and ‘hosting services’)

2010 Audiovisual Media Services Directive, revised in 2018
new advertising rules for video-sharing platforms

2018 European Electronic Communications Code Directive
light touch regulatory regime for communications apps

2019 Platform to Business Regulation
fairness and transparency for business users of online intermediation services covering B2C platforms 

and search engines

2004 Directive on the enforcement of intellectual property rights
addressing IPR infringements online

2019 Copyright Digital Single Market Directive
extending EU copyright law to content-sharing services

2022 Digital Services Act
all intermediary services

2022 Digital Markets Act
largest digital platforms



Digital Services Act: layered due diligence obligations



Digital Services Act: end-user empowerment

Notice & action regime for illegal content

• Hosting providers: electronic reporting mechanism, statement of reasons

• Online platforms: trusted flaggers

User appeals & out-of-court dispute settlement 

• Online platforms: effective electronic internal complaints mechanism

• Independent out-of-court dispute settlement bodies

Know Your Business Customer

• Online marketplaces: information gathering and verification requirements 

• Random checking and end-user notification for illegal products

Transparency requirements 

• All intermediaries: content moderation

• Online advertising and algorithms used to recommend content

• Restrictions on targeted advertising and “dark patterns”



European 
Commission

MS

Digital Service 
Coordinator

MS

Digital Service 
Coordinator

Telecom NRA 

Media NRA

Other 
competent 
authorities

MS

Telecom NRA 

Media NRA

Other 
competent 
authorities

Digital Services 
Coordinator

MS

Digital Service 
Coordinator

European Board for Digital Services 
EBDS

C
YM

T

L
U

MS of establishment or of 
legal representative

Digital Services Act: an effective enforcement regime?

VLOPS and 
VLOSES



Detailed tasks of DSCs

Investigation and 
enforcement

Order inspections (or ask 
judicial authority to so so)

Assessing users’ complaints

Requesting 
Information/explanation

Accept commitments, order 
cessation, impose fines, 

periodic penalties, interim 
measures, request judicial 
authority to block service

Mutual 
assistance and 

cooperation

Between DSCs

Joint investigations

With the EC in 
investigations against 

VLOPS/VLOSES

Reporting  

On oversight and number of 
user complaints

(1/year)

Number of orders by 
intermediaries to act 

against illegal content or to 
provide information

(1/year)

On the functioning of the 
certified ADR bodies (every 

2 years)

Inform EC if online platform 
reaches threshold of 45m 

monthly active user

Certification & 
accreditation

ADR

Trusted flaggers

Vetted researchers



Digital Services Act: complex enforcement ecosystem

End-users

Online 
platforms

Business 
users

Individual users,
trusted flaggers, 
civil society 

Internal tools:
risk assessment & 
mitigation measures
compliance officers
Codes of conduct & 
crisis protocols

Independent 
auditors/
trustees



Thank you!
veronica@cullen-international.com



End user empowerment: 
Ranking providers

Source: Ofcom May 2022 Report from p. 12

https://www.ofcom.org.uk/__data/assets/pdf_file/0030/237639/comparing-customer-service-report-2022.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0030/237639/comparing-customer-service-report-2022.pdf


End user empowerment: “Try and buy”

• Try & buy period of minimum 5 days

• Mobile broadband services

• Free trial SIM card

• Right to terminate contract at no additional
charges within the trial period

• Requirement to pay traffic charges generated 
during the trial period



End user empowerment: platforms for complaints

• France: 
“J’alerte l’ARCEP”

• Croatia: 

complain directly via the HAKOM’s broadband 

speed test if result is below the contracted speed



QoS transparency and monitoring: latency

• Latency is delay: how long it takes a packet of data to 
travel back and forth between its source and destination.

• The lower the latency the better

Latency 

X - milliseconds

Y - milliseconds

Latency = X + Y milliseconds

• IP peering: interconnection of ISPs to the internet
• CDN (content delivery networks): content and app 

providers having a server inside the ISPs’ networks 

Latency 
depends mainly on



QoE: monitoring latency in Saudi Arabia

Source: CITC (Meqyas Report Q4 2021)

https://www.citc.gov.sa/en/indicators/Pages/MEQYAS.aspx
https://www.citc.gov.sa/en/indicators/Documents/EN_MEQYAS_202104.pdf
https://www.citc.gov.sa/en/indicators/Documents/EN_MEQYAS_202104.pdf
https://www.citc.gov.sa/en/indicators/Documents/EN_MEQYAS_202104.pdf


Automatic compensation of users for QoS failures:

End user empowerment: 
automatic compensation 


