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Electronic
communications:
from competition
to end-user
empowerment




Horizontal vs sector-specific regulation

Regulatory
framework for
electronic

Horizontal rules

communications

In case of conflict or overlap the sector-specific rules prevail
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Horizontal rules on consumer protection

Promotion, Conclusion of the Performance of
marketing contract the contract
.
2005 Unfair Commercial Practices Directive (UCPD) o N
prohibits misleading & aggressive commercial practices by traders gh S
J = O
(@]
4 : . N 2O
2011 Consumer Rights Directive (CRD) 3 3
precontractual information, formal requirements for online =~ g_
L contracts, right of withdrawal and post-contract relations T §° S
4 N o O
1993 Unfair Contract Terms Directive (UCTD) 3 =
unfair standard terms in contracts =, o
\ J o S
5 ©
1998 Price Indication Directive (PID) >
indication of the selling price, also in advertising

2020 Collective redress Directive
mechanism allowing certain organisations to bring representative actions
before national courts or administrative authorities on behalf of consumers

’
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End-user protection in electronic communications

Transparency: comparison & | Switching from one provider
informed choices to another

Internal market

Digital Single Market

General interests: universal
service, net neutrality,
health, safety, emergency
services, privacy...

Protecting legitimate
consumer expectations &
dispute resolution
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Key milestones: competition

2015 '
2009
o

2002

full liberalisation \
CS/CPS, fixed number portability, LLU
Universal Service as a safety net

QoS targets for USO & fixed SMP

tariff transparency and cost orientation for

and Universal Service fixed voice telephony
Directive 98/10/EC ) /
CULLEN
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Key milestones: competition

2015 ‘
2009
o

2002
‘Universal Service Direqti .e general authorisation regime \
2002/22/EC *  mobile number portability
1998 e same rules for fixed and mobile networks
® * SMP framework as basis for retail regulation
ONP Voice Telephony * Universal Service: fixed voice & functional

and Universal Service Internet access j
Directive 98/10/EC /
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Key milestones: transparency & switching

2015 .

2009 .
Citizens’ Rights

Directive
2002 2009/136/EC
) ) ) ) e contract and information \
Universal Service Directive requirements
2002/22/EC
/22/ e transparency and comparability
1998¢  number portability

ONP Voice Telephony * maximum contract duration
and Universal Service * minimum QoS level: for USO and to

Directive 98/10/EC k prevent degradation of service / /
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Key milestones: end-user empowerment

201
2015 .

Telecoms Single

2009 ‘ Market Regulation
Citizens’ Rights (EV) 2015/2120

2002 Directive
O 2009/136/EC - Roam Like at Home N
Universal Service Directive * net neutrality
2002/22/EC * QoS for IAS: transparency and
1998¢ minimum performance levels
ONP Voice Telephony * remedies for consumers
and Universal Service \ J

Directive 98/10/EC
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Key milestones: end-user empowerment

2018
2015

. European Electronic
2009

Tl S Communications Code
Market Regulation (EU) 2018/1372

2002 Citizens’ Rights ~ (EU) 2015/2120
Directive
‘ 2009/136/EC [« maximum harmonisation

Universal Service Directive * focus on IAS and NB-ICS,
1998 2002/22/EC * light touch regulation of OTTs
O * binding contract template
ONP Voice Telephony e switching procedures and compensation
and Universal Service * rules for bundles
Directive 98/10/EC e Universal Service: affordable broadband

\ Internet access & voice service /
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EECC provisions
on end-user rights

’
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EECC provisions on end-user rights at a glance

Maximum
harmonisation
(article 101)

Contract
information
(article 102)

Transparency &
comparison of offers
(article 103)

QoS
(article 104)

Member states may not apply more or less stringent
provisions

More strict rules allowed until 21 December 2021

A contract summary template from December 2019
Specific QoS requirements for IAS (same as TSM)
Usage monitoring facilities

\.

Information to be published by service providers or
responsible authorities

Independent service comparison tool for tariffs and QoS —
certified by relevant authorities

J

Information about QoS and relevant external factors
BEREC guidelines on relevant QoS parameters

\

exemptions for pre-contract

information, expenditure

control and newly emerging
issues

’
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EECC provisions on end-user rights at a glance

Contract duration
& termination
(article 105)

Provider switching
(article 106)

("« Maximum 24 months commitment period
* Longer duration allowed for instalment contracts
e Termination: change of terms, poor performance,
compensation for terminal equipment

\.* Best tariff advice

~\

[ Process led by receiving provider

* No direct charges to end-users

* Number activation within one working day

* Right to keep a number one month after termination
* No more than one working day service loss

e Refund for prepaid credit

 Compensation for delays, loss of service, abuse of

\ switching process

Member states may apply
shorter maximum
commitment periods

Number portability and
IAS

o

’
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End-user rights apply to a whole bundle — article 107

Bundles comprising at least an IAS or NB-ICS
e Contract summary, contract information, contract duration and
termination, switching
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Why sector-specific end-user protection in
electronic communications?




Consumer market scoreboards 2018

MPI per market — EU-28 2017- 2017

2015 2013
All markets [ s 80.2 +03 +33°
SERVICES
personal Care Services [V 849 +18
Holiday accommodation [ 841 -03* +25°
Packaged Holidays and Tours [ 826 +06" +35°
aidine services [ RN 822 04 +34°
“..0ut of all market clusters, ‘telecoms’ Vehicte inswrance [MNENNNEEENEN 515 | 05 30
continues to have the highest proportion of Home insurance [N 05 w05 38
. . vehicle rental services [ IR 798 +09° +12°
consumers experiencing problems (16.9%). It Postal Services NN sax | icp: ixes
also has the highest proportion of consumers Gassevices [N 2 52 11 s
. . Al services markets [~ DO 78.7 +0.3* +35°
complaining about these problems (85.3% of Loans, credit and credit carcs [NNDENNNENENNE = 755 | 04 45"
consumers complain when they experience Bank accounts [ 783 | +03 +57°
. Tram, local bus, metro, and underground services |
problems). The four services markets that ' ’ r----r%;b;,;u;mﬁi__.
form this cluster are the four worst- Offine gambling and lottery services [N
. Vehicle maintenance and repair services -_—_ 78.1 09* +26
performing for the ‘problems’ sub- il Kl - W ;

I”
.

component of the MP

1 Mobile telephone services [SNNUSENUNENININ _ _ 77! _ 00 _ :30°_|
water supply [T 770 +12° +33°

Electricity services [ N 763 +10° +43°
Mortgages [NEEEENN"" N 758 20" +53°

Investment products, private persanal pensions and securities [ 75.0 +08" +49°
Real Estate Services [N R 731 07° +21° CULLEN
Source: DG Justice and Consumers Herrllnk (See p. 17) [l Comparability [ Trust Problems & detriment [JJj Expectations [JJj Choice T


https://ec.europa.eu/info/sites/info/files/consumer-markets-scoreboard-2018_en_0.pdf

Are consumers able to make optimal decisions?

QC2 Have you or someone in your household changed bundle service provider?
(% - EU27)

0 10 20 30 40 50

o m/arning signs: \

 complex products

13 A * infrequent purchases

* high switching costs

* high level of complaints

]
]
ves, BeTweeN More THAN [ 74 * low or inappropriate
I
]

YES, WITHIN THE LAST YEAR

YES, BETWEEN ONE AND TWO YEARS AGO

TWO AND FIVE YEARS AGO Switching

19 A 7 /

DON'T KNOW I

Feb./Mar. 21

 — Source: EC Special Eurobarometer 510 — June 2021 /
“Apr. 17 CULLEN
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Demand-side failure: information asymmetry

* Lack of information

* Misleading information

* Difficult to find

e  Too much information

* Difficult to compare

* Transparency: prices, QoS, coverage
e Standard contract templates, tariff
presentation and structure

* Comparison guides and tools /
CULLEN
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“Bounded rationality” and behavioural biases

Provider rankings

Best tariff advice

Cooling-off periods, “try & buy”
Minimum QoS levels

End-user compensation

Choice or information overload
(“analysis paralysis”)

Endowment

Inertia and defaults
(“standard” options)

Hyperbolic discounting
Framing biases
Heuristics (“rules of thumb”)

Procrastination...
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Demand-side failure: lock-in and switching costs

Contract duration and early termination charges F

SIM locks

NP charges

Switching procedures and/or loss of service

Bundling

* Rules on contract duration and termination
 Rules on switching fees and procedures

e Compensation for delays and loss of service
e Refund of prepaid fees

* Right to retain a number and email forwarding
CULLEN
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Key messages

* End-user protection in electronic communications is defined by a set of overlapping
horizontal and sector specific rules

* Sector specific rules evolved over the past 20 years from supply-side and competition
policies towards more demand-side measures: transparency, switching and ultimately,
quality of experience and end-user empowerment

*  Demand-side measures aim to remedy market failures resulting from information
asymmetry, behavioural biases and barriers to switching that prevent end-users from
making optimal choices

* The scope of end-user protection rules has gradually expanded from voice telephony
to internet access, and most recently to bundled service offers and light-touch
regulation of comparable OTT services
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End-user empowerment
in digital world




Growing impact of online platforms and...

How often do you do the following?
(% - EU)

WATCH VIDEOS, LIVE-STREAMING OR LISTEN TO MUSIC

ONLINE SHOPPING

USE SOCIAL NETWORKS

READ BLOGS, COMMENT ON ARTICLES OR NEWS WEBSITES

USE FILE SHARING SERVICES TO UPLOAD OR DOWNLOAD
DOCUMENTS, VIDEQOS, IMAGES OR MUSIC

READ OR WRITE REVIEWS, GIVE RATINGS OF PRODUCTS
OR SERVICES ON RATING PLATFORMS

USE COLLABORATIVE ECONOMY PLATFORMS

Total 'At least once'

Never Don't know

Source: Flash Eurobarometer 469 — June 2018

’
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..growing safety concerns

Do you agree or disagree with each of the following?
(% - EU)

ARRANGEMENTS NEED TO BE IN PLACE TO LIMIT
THE SPREAD OF ILLEGAL CONTENT ON THE INTERNET

FREEDOM OF EXPRESSION NEEDS TO BE PROTECTED ONLINE

INTERNET HOSTING SERVICES ARE EFFECTIVE
IN TACKLING ILLEGAL CONTENT

THE INTERNET IS SAFE FORITS USERS

]
Totally agree

Tend to agree

Tend to disagree

I |
- R
-
I - - .-

Totally disagree

Don't know

o

7
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Towards EU regulation of online platforms

2000 E-Commerce Directive
internal market framework for online services: information requirements, online advertising rules,
liability regime for intermediary services (‘mere conduits’, ‘caching services’, and ‘hosting services’)
2004 Directive on the enforcement of intellectual property rights
addressing IPR infringements online
2
2010 Audiovisual Media Services Directive, revised in 2018
L new advertising rules for video-sharing platforms ) n YOUTUbe
( )
2018 European Electronic Communications Code Directive
light touch regulatory regime for communications apps )
e ) WhatsApp

2019 Copyright Digital Single Market Directive

L extending EU copyright law to content-sharing services a
2019 Platform to Business Regulation
fairness and transparency for business users of online intermediation services covering B2C platforms

and search engines

g

2022 Digital Services Act 2022 Digital Markets Act /
all intermediary services largest digital platforms
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Digital Services Act: layered due diligence obligations

INAPPROPRIATE
PRACTICES

ILLEGAL
CONTENT

¥

Deal with illegal items
and safeguards for
users against unjustified
actions

+

Strengthened notice
and counter-notice
procedure

-+

Additional
obligations to fight
the dissemination of
illegal products

-+

Additional measures to deal
with societal harms

Additional obligations on
+ advertising and
recommender systems

Protect users against misleading practices and
inappropriate profiling of their data for advertising

Transparency of content moderation =
and recommendation purposes

Transparent and fair
application of T&C Q * No dark patterns
A

Annual reports . e ol
p INTERMEDIARIES Adve.r.hsmg transparency and no prof|l'|n.g of
sensitive data to send targeted advertising

» Transparency of recommender systems

» Advertising repositories

» One option (for each
recommender system) which is

* Reporting serious crimes not based on profiling

to law enforcement @ .
» Measures to ensure the safety of minors and no

targeted advertising to be sent to minors
HOSTING PROVIDERS

Give priority to trusted flaggers *  Internal complaint handling
system

Suspension of misusers ,1‘.

« Engage in good faith with out-of-
ONLINE PLATFORMS

Flagging system

Statement of reasons

court redress bodies

» Trace identity of traders + Randamly check products

Y

MARKETPLACES

« Auditing

« Design the interface to enable

them to comply with law » Inform consumers who bought illegal products

K

* Risk assessment and mitigation measures European Commission

’

Facilitate

oversight » Compliance officer

+ Crisis response mechanism

VERY LARGE PLATFORMS &

. Access to data VERY LARGE SEARCH ENGINES
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Digital Services Act: end-user empowerment

Notice & action regime for illegal content

* Hosting providers: electronic reporting mechanism, statement of reasons
* Online platforms: trusted flaggers

User appeals & out-of-court dispute settlement

* Online platforms: effective electronic internal complaints mechanism

* Independent out-of-court dispute settlement bodies

Know Your Business Customer

* Online marketplaces: information gathering and verification requirements
* Random checking and end-user notification for illegal products
Transparency requirements

* All intermediaries: content moderation

* Online advertising and algorithms used to recommend content

* Restrictions on targeted advertising and “dark patterns”
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Digital Services Act: an effective enforcement regime?

European Board for Digital Services

EBDS

European e

Commission

| |
I
Digital Service Digital Service Digital Services i Digital Service
Coordinator Coordinator Coordinator Coordinator
4

MS of establishment or of

legal representative
ii

A Y ‘ Ea o
i .
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Detailed tasks of DSCs

Mutual

Investigation and Certification &

assistance and Reporting

cooperation

enforcement accreditation

4 )\ 4 )\ 4 )\ 4 )\

On oversight and number of
— Between DSCs - user complaints || ADR

(1/year)

Order inspections (or ask
judicial authority to so so)

Number of orders by
intermediariesto act

— Assessing users’ complaints — Joint investigations | against illegal content or to — Trusted flaggers
provide information
(1/year)
\ J . J . J \. J
e A e A e A e A
Requestin With the ECin On the functioning of the
Informatign/ex Iination — investigations against — certified ADR bodies (every — Vetted researchers
P VLOPS/VLOSES 2 years)
\ J \ J \ J \ J
e N e A
Accept commitments, order
cessation, impose fines, Inform EC if online platform
— periodic penalties, interim — reaches threshold of 45m
measures, request judicial monthly active user

authority to block service

\ y, . y, /
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Digital Services Act: complex enforcement ecosystem

Individual users,
trusted flaggers,
civil society

Internal tools:
risk assessment &
Independent e
] mitigation measures
auditors/ . .
compliance officers

e BUSI neSS On I I ne Codes of conduct &
users p | ath rms crisis protocols
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End user empowerment: Ofcom
Ranking providers
o Fairness for
Customers

Broadband customer service= “'— — .
Of com g i 3 KCOM NOW pli‘bm sky Xk (o

making communications work
for everyone g g -
! Sa:':::::’:v::: 83% N 88%M 85% N/A NJA  79%  84%  78% T7%+++
Comparing customer service: satisfaction with speed
h feovia 0% 83%  79% N/A  N/A  78%  82% 79% 81%***
mobile, home broadband
and landline re:u;o:e::::: 20%) 18%1 17%J N/A N/A 20% 16%) 21% 23%4,

Overall satisfaction with
erall satistaction wi 50%  55% 49% N/A  NJA 54% 45%
complaint handling*

Ofcom complaints per

R INEE 49 42 20 N/A N/A 564 21} 750 781

A Il waiti
versgecallwalfine 516 1:460 0:530 ®5317 0:31  2:070 2:174 1:024 3450 1:184

time (mm:ss)**

Source: Ofcom May 2022 Report from p. 12 /
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https://www.ofcom.org.uk/__data/assets/pdf_file/0030/237639/comparing-customer-service-report-2022.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0030/237639/comparing-customer-service-report-2022.pdf

End user empowerment: “Try and buy”

e

HAKOM

HRVATSKA REGULATORNA AGENCIJA ZA MREZNE DJELATNOSTI

*  Try & buy period of minimum 5 days
*  Mobile broadband services
*  Free trial SIM card

* Right to terminate contract at no additional
charges within the trial period

* Requirement to pay traffic charges generated
during the trial period

’
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End user empowerment: platforms for complaints

Alerter I'Arcep, mode d'emploi

B . —
*  France: I] Sy B o
“J'alerte 'ARCEP” @ &, Q

rencontré un probléme avec vos réseaux ? Alertez I'Arcep L'Arcep vous fournit

A Jalerte I'Arcep

=@
2

recommandations

* Croatia:
complain directly via the HAKOM'’s broadband
speed test if result is below the contracted speed

e HAKOMetar /

INTERNATIONAL




QoS transparency and monitoring: latency

Latency * Latency is delay: how long it takes a packet of data to
travel back and forth between its source and destination.
* The lower the latency the better

Latency * |IP peering: interconnection of ISPs to the internet
depends mainly on +  CDN (content delivery networks): content and app
providers having a server inside the ISPs’ networks

X - milliseconds

Y - milliseconds /
Latency = X + Y milliseconds CULLEN
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iloglooll duidig cullaidl ais

QoE: monitoring latency in Saudi Arabia 7CITC | Communications & nformion

— Technology Commission

cy for Most Common Video e |
erencing Platform®in the Kingdom .~

Overview on network
latency based on
each game

Second Place

(o ¥)]
20N

Lavency |Ping)

@FIFA21 -
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Source: CITC (Meqyas Report Q4 2021)


https://www.citc.gov.sa/en/indicators/Pages/MEQYAS.aspx
https://www.citc.gov.sa/en/indicators/Documents/EN_MEQYAS_202104.pdf
https://www.citc.gov.sa/en/indicators/Documents/EN_MEQYAS_202104.pdf
https://www.citc.gov.sa/en/indicators/Documents/EN_MEQYAS_202104.pdf

End user empowerment:
automatic compensation

Automatic compensation of users for QoS failures:

Delayed provision of a new Delayed repair following loss

service of service
\ AR\
<
Q) \
CB £5 (€5.65) & £8(€9.04)
for each calendar day of delay for each calendar day of delay
from the agreed start of service after 2 working days
date

Ofcom ‘
o Fairness for
Customers

Missed technician
appointment

O

\:@ £25 (€28.25)

per missed appointment or
cancellation with less than 24
hours’ notice
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